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Know cybercrimes
and how to sta

OUR SPECIAL
CORRESPONDENT

Calcutta: Video-call black-
mails, loan fraud apps, and
duping people with threats
of disconnecting power sup-
ply and into sharing device
screens have become the most
reported frauds, security ex-
perts said at a recent confer-
ence on cybercrime.

Senior cybercrime experts
and police officers who attend-
ed the conference said it was
important for professionals
and others to remain cau-
tious against cybercrimes and
hackers.

Here is a list of the various

types of cyber frauds most
freguently reported to law en-
forcement agencies and the
ways to counter them.
H Video-call blackmail; Ex-
perts said one of the most re-
ported cases of cybercrime in
the recent past has been “vid-
eo-calling for blackmail”,

“In this type of fraud,
fraudsters approach their
targets through social media
from fake profiles and befriend
them. Then they start vid-
eo-chatting and take a screen-
shot of the conversation. The
victim’s picture in the screen-
shot is then morphed with the
picture of a nude person. The
victim is then blackmailed for
money with the threat that
the morphed picture would
be published on social media,”
said Sandeep Sengupta, di-
rector, Indian School of An-
ti-Hacking (ISOAH), who was
one of the attendees at the

' ONLINE SAFETY

B Do not share OTP with
strangers

B Do not install remote
access apps on being fold
by strangers

® Donotinstallloan apps |

B Keep front camera of
mobile phone covered with
a sticker 1

| B Never accept friendship

| requests from an account
where the oldest uploaded
photo is not more than a
month old

E Activate two-factor au-
thentication for your email
and social media accounts

| ® Incase of any fraud,
inform cops and the bank
immediately

i

cyber security programme or-
ganised by the Calcutta Cham-
ber of Commerce.

Sengupta said the solation
is to cover the front camera of
the phone with a sticker. “Iiven
if & video call starts accidental-
ly, they cannot see you. If you
fall victim to such a fraud, just
WhatsApp them that you have
sent their number to the police
cyber cell and block the num-
ber,” Sengupta said.

H Loan-app fraud: Accord-
ing to police records, many
persons fall prey to loan app
frauds by downloading loan
apps and allowing access to
the personal details stored on

The Telegraph

tay safe

their phones.

“While downloading a loan
app, the software seeks per-
mission for gaining access to

- Security experts share tips at conference |

the image gallery, contact list -
and location of your phone, :
Many apps cannot be installed :
unless the user grants the per-

mission. Ideally, one should
not download such apps,” Sen-
gupta said.

In this type of fraud, the
data accessed by the loan app

software are used to contact

persons on the “contact list”

for sharing misinformation
about the victim and black-
mailing him or her to shell out
money.

B Screen-sharing fraud: “Fool-
ing the victim into screen

sharing is the easiest way to

gain aceess to his or her phone.

Fraudsters send messages to
their victims telling them that

s

T

their electricity bill is pending
and the supply will be discon-
nected within hours if the dues

are not paid by clicking a link
in the message. Once the link

is clicked, the fraudsters get -

aceess to the screen of the vie-
tim's device and the data stored
on it. The data is then used to

transfer money from the vic-

tim's account,” a cyber security

expert said on the sidelines of
the event. “Such fraudulent -

messages, containing similar

links, also ask for urgent KYC -

updation,” the expert said.

Hari Kishore Kustumakar, '

special commissioner of po-
lice, Calcutta, attended the

event and emphasised the need

to create awareness on cyber-
crimes,
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‘Be cautious, stay safe
from cyber frauds’

OUR CORRESPONDENT

KOLKATA: Special Commissioner of Police (Spl. CP),
Kolkata, Hari Kishore Kusumakar on Friday advised peo-
ple to be more cautious in order to stay safe from cyber
criminals.

Duringa programme organised by the Calcutta Cham-
ber of Commerce on the importance of cyber security,
Kusumakar explained the challenges that police have to
face during investigation of cyber crimes owing to the

“jurisdiction related issues,

Special CP informed that the cyber criminals always
take advantage of the jurisdiction so that they can evade
police. He also said that a large number of cyber crimi-
nals use Virtual Private Network (VPN) which acts like
alayer between the offender and the police. Though it is
notalways impossible to break the VPN but many of such
networks are from other countries. As they do not come
under the Indian law; it is hard to get details from them,

Kusumalkar advised people not to wait for getting intoa
trap laid by the cyber criminals. Instead he put more stress !
on spreading awareness. He said: “Awareness is the key.
Rather than depending on the cops, people should make
themselves more and more aware” This apart, Kusumakar |
informed that at present the penetration of Nigerian frand f
gang is almost nil. However, the Jamtara gang is still oper-
ating and spreading its wings to cheat people.

ﬁmum? Floor ,12/1/9 Manehar Pukur Road Koliata -700026- Ph:9831352041 etnallt auncherr. kol@gmail.com



CLIFPINGYS

a‘%i&ﬂ% Cn@[ff'ﬂg (J.HQMGQT é‘(’: COM”ERL'

| D
Pubilication AN’MM fo%) 284 l 4 TR;!{ p)

E‘n’@ﬁ%ﬁ C?SEK S;-_C. U{’ 7Y

Bate 257 MaRes, 9023 {
PAGE 1 6€

;
Public Relations & Events o=

©Ie 14 2vifae e @i e v

- Mieg-STeso! .

P CHe T G, DA
TS I I AT
&ifE qeraz et w3
TeiITHE TR TR | @3
Ao afh ame
oY ¢ Y TS TS
TR [ e Fare
TR T ST GAITER
T FEeeE O
FfoeTeia TpieT FeaE
RrEs T FAed T,
T e | (it oo
WS TqBIR AT | TPl
AR oI FREEER
() ZRHTE Fisa
TN <6 TiEa
Twizgel o, (NIt ALBE

| SRl

e

Ground Floor ,1271/9 Manohar Pukur Road Kollats -700025- Ph:9831362043 ematl:launcherz



CLIFFINGD

Client C.az)Lcurm Cg wamBER (OF Cmme{c

Pui}iéﬁaiéaz‘? /ﬁ A7 /{:{?M
Events CLIi ARk §éa LRTY

Date 25" Maken, 2023 |
PogGE 109

I T (43

i . ugias alferaw: AR e
| N vree e e S7a el
(ORI o A T 5.5 R
| (TR 00 AR @ TSR G
| TIRTHIR A | AR FRPET
| s e o b erfked R
| P RN el A wer

| G k0% A 3 e aqsf
| SR eIy e E | <
£ O O (7 (5F1 O AT
{ Forife MR @uRe
IS (7% R ISl AT
] 'ﬂﬂﬁaﬁm m EIEE
| - oA TR S’ 5 -
{1, ST S giRe-ag
| e Ceg ey | SRe TR
2 IR SA ST AgaT
| T SUREH oo o
| T | TR T AZAR

Ground Fioor ,12/1 /9 Manaohar Bultsr Road Kollats -700026



aah-ﬁc Relat

ions & Events (eme

e Bk e A py

CLIPPINGD

Crient L2UeT Crongeq OF Commerce

-
Publication=282688) Ff)?»f; )
Eveﬂis(%i@ﬁ{ 4;54032:7;,

Date 25" Magey ,2.02.3

PaGER !~ 0

oo R SRR AU

o1 Rl - SRR o i
G el kigra il

I BT S S AR
‘werar wf sere o e

T | 2R (TR TEE
AR Eferer i |

ST S 0 0 o S o
TeRolnt crE T U -ga <3
ST R T GEH ISR
feg A sime ke
weRl R wew, Wi
LG TG 0 T, G
FPT5 T FEE (T AR

Y XOIT SR | R @ R
' ol TR PRI TR TR,

WS GEEE W e 917 T

SR I RS A Aere A o

S (FTET ST g e
i Feriets Se | SioE SR
SRS T 097 2ERH 27 BHe
AW S F NG| 6%
AT AT ¢ T A
sifmfes s ¥ & Re
Rfea3ives | R EEie g
TRIZ T | ST A O (G
TqE  AE wifEfe € AFaE
e e’ | e KA ww
AEredim EwoE fREn e
e o e IRuR Rt
RS VITRITE TR R | WA
e (el cEeR i, e (R
FiAEE e s ol | o

faround Fooy ,32!3!9_ angnar

o —r

ﬁmmme ored g | FHFeRE
ol Al
ﬂﬁrﬁ@wmﬂ:wmw
2 [P 9 &, e} R E |
wifEea 9 T W 7
iths Reresifaree mhifre wam
Biwia (B T e AREE )
B P S SR i
TS T ABTS T1A, (AR TN
e | R 2 SEEER R,
wolt epesef Rig<tia sl et
T | A e ol ARIE <F
E@ﬁmlwﬂﬂ"iﬁﬁew
g [
mﬁwﬁ ] Wrﬁfﬂﬁﬁsm ﬁﬁ'ﬁ
W




S T

Public Relations & Events

£

AAPPINGD

N

il C"LQUMCnngK 0F Commegce

Sugiication

_(_:3:/\»’&),9;?4 .

/
Events LY BER _DecuriTy
’ 1

Date 25" MoRey' 2029

foLe'~ 0%

5 1l #T 3f ns

AR A STHarsT 31k Aars 9o
amm?ﬂ@?mﬁmm

TR HaEEmT

IR : TR H aoft §
% T8 WIS AT 1 S
SRS A HATS 7RIS 81
#1919 v ol e SR
Hare Frile & geedi g isi|
Ru U 30 | A wwel #§
T T T R | FAE,
HEAT 3 AE- AL A H
STIT R WIZR STt i SSH
% @ ¢ I IFAR I ForE 5
ST I R HER ReeiRe
R AEITS FEFH & SRE

HETTR H W 3l @i s
# ¢ wEeE e Hi e
a¥ 2018 ¥ EW WETFR H
T oM F A
& =Td & | AesiET e &
e Al ®9 9 HIF

WWWWmeﬁawmmﬁm ﬁﬁ?l"l

HETaTe, BISBTE!

TieR1 & TR BT ER BN F

, TI3ITE % ETa% WETatn

Ry BT TS B 2 RiftTe TRIRTTE g A, SR e
mgﬁﬂmqﬁﬁ@%mﬁ@m g LA

T B3 FE 9| S HEemarsi
HH F WY A sl Aa9Eme
FATHT 3 0 & | TR e
4 TEIA I S g€t weRd
=i 4] 9 eg 9|

S WYTEien STRreREt
& Ty o dTEneE : T ke
% T 9 2T T o WA &
THE WA AR F W
st drErgl # weTE
o fean 1 &R e At

A R T ARSRAE 3
e @ et G A S &
TG ¥t STEURE & S Fd 9
&R Tt 219Uy @ EeAei
w1 T & S o |
T, 99 2018 & @
SHareT ﬁ:&zﬁﬂﬁ?ﬁm

il % wee HH 4 92
o 9| SraTeT iRE & 9y
W 1 B B AU A
ora1 FEa 9| i, 9 961
% 59 PR & o9 T 5%
SR &9 R H WEE Y
I % TR S e 0
e o @ SR 3HE WA |
it w s W SNm
EERal

FHAFL 3 Far 5 e
FT FE H HEAWR
eI I HAE | T
o &1 39 B TR =
% HeTEe T e it -
ST e =2 fa =
THE AIC IH A H F
HT e & SR Hifk
W ST i i 9AE
L 384 v S W B

_TE H TENEA w oW

AN HErs % wel
FReR e T 39 ¢
T F FEH B T
Sfeel Tl T HieEe ]
F &F ol =Y, WY
TRl e WA w9
e ool

Ground Floor ,12/39 Manoher Pultur Road Kollata -70B0726- Pl:2831362041 emaiizl suncher kol@gmall.com



ARy« Tl 36148 P e e it
8B = YO =g el 3 .36 e dUicl piviepT e
el « SR, IR, R el 2080, 915 WId-1945
AT+ R0, e~ e, - §ee-1429 .
4 -3l U

. : | 8 ..u. qamﬁdﬂdﬂ cm..m_.c Q

L e P ST A T AR S RS R, T S
. T TR B SIS B S oy <, T e o e
B | e S R g e GG b cc U
v _ 372 foe ST ST e . o v T e e Al
BN | gfer 1 Sedl ek R i b o e e A Tl
iy | ot 2018 % WG A GH AE 3190 e e § W T

| L Ffra 2 T, T SIG TEAT o ehel. R o W X
AR e AR S Ak (T 6 eieE e

Ground Floor ,12/1/9 Manohar Pukur Road Kolkata - 700026~ Ph:9831362041 emallLauncherz. kol @gmall.com



CLIPFINGD
ciient Catcvrro CriangeR 6L Commer
EAl

Puﬁ%ﬂ:&v ﬂj 4”‘“}( \/ " SHWA 7R K
Evamscgrﬁ'?ﬁ ioukwq
/

Date 25 Magen' 2693
Page wet oy

i THE GROWING DIGITAL INTERFACE

AIESTS OF HO NO'LIR

mmﬁmmmm WE&H e

e, gl R, e o mmmm“ i maﬁmﬁ?ﬂm g

Feriiarer gur o 3 &) ™ FGHR, SR ST 91T JHR
froafim




'The Telegraph NG ONE KNOWS OUR CITY BETTER

MEDICINETO IMPROVE HEALTHCARE ACCESS P7 @ RIDE

CALCUTTA MONDAY 27 MARCH 2023

_§ecunty experzs share tiﬁs at conference

Know cybercrimes
and how to stay safe

OUR SPECIAL
CORRESPONDENT

Ca.lcutta:e&'ldeo-ca]l black-
mails, loan fraud apps, and
duping people with threats
of disconnecting power sup-
ply and into sharing device
screens have beconie the most
reported frauds, security ex-
perts said at a recent confer-
ence on cybercrime.

Senior cybercrime experts
and police officers who attend-
ed the conference said it was
important for professionals
and others to remain cau-
tious against cybercrimes and

hac] {

{ere1s a list of the various

ypes of cyber frauds most
frequently reported to law en-
forcement agencies and the
ways to counter them.
® Video-call blackmail; Ex-
perts said one of the most re-
ported cases of cybercrime in
the recent past has been “vid-
eo-calling for blackmail”.

“In this type of fraud,
fraudsters approach their
targets through social media
from fake profiles and befriend
them. Then they start vid-
eo-chatting and take a screen-
shot of the conversation. The
victim’s picture in the screen-
shot is then morphed with the
picture of a nude person. The
victim is then blackmailed for
money with the threat that
the morphed picture would
e published on social media,”
said Sandeep Sengupta, di—
rector, Indian School of An-
ti-Hacking (ISOAH), who was
one of the attendees at the

. where the oldest uploaded |
| photois not mere thana |
| monthold

ONLINE SAFETY

| ® Do not share OTP with
strangers

E Do not install remote
access apps on being told
by strangers

= Do notinstall loan apps

m Keep front camera of
mobile phone covered with
asticker -

B Never accept friendship
| requests from an account

| B Activate two-factor au-
thentication for your email
and social media accounts

® Incase of any fraud,
inform cops and the bank

immediately

cyber security programme or-
ganised by the Calcutta Cham-
ber of Commerce.

Sengupta said the solution
1s to cover the front camera of
the phone with a sticker. “Even
if a video call starts accidental-
1y, they cannot see you. If you
fall victim to such a fraud, just
WhatsApp them that you have
sent their number to the police
cyber cell and block the num-
ber,” Sengupta said.

B Loan-app fraud: Accord-
ing to police records, many
persons fall prey to loan app
frauds by downloading loan
apps and allowing aceess to
the personal details stored on

their phones.

“While downloading a loan
app, the software seeks per-
mission for gaining access to
the image gallery, contact list
and location of your phone.
Many apps cannot be installed
unless the user grants the per-
mission. Ideally, one should
not download such apps,” Sen-
gupta said.

In this type of fraud, the
data accessed by the loan app

software are used to contact |

persons on the “contact list”

for sharing misinformation |
about the victim and black- |

Tinehi
money.

B Screen-sharing fraud: “Fool-
ing the vietim into screen
sharing is the easiest way to
gain access to his or her phone.

orhertoshell out |

Fraudsters send messages to |

their vietims telling them that |

their electricity bill is pending |
and the supply will be discon- |
nected within hours if the dues |
are not paid by clicking a link

in the message. Once the link

is clicked, the fraudsters get |

access to the screen of the vic-

tim’s device and the data stored .

on it. The data is then used to
transfer money from the vic-
tim's account,” a cyber security
expert said on the sidelines of
the event. “Such fraudulent
messages, containing similar
links, also ask for wrgent KYC
updation,” the expert said.
Hari Kishore Kusumakar,
special commissioner of po-
lice, Calcutta, attended the
event and emphasised the need
to create awareness on cyber-
crimes,




